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Abstract

Digital literacy is a critical competency that determines an individual's ability to navigate the
technology ecosystem safely, ethically, and productively. Youth inmates at the Special Child
Development Institution (LPKA) Class | Tangerang represent a vulnerable group requiring structured
educational interventions for digital literacy capacity development. This Community Service (PKM)
activity aims to enhance inmates' understanding of digital literacy concepts, negative impacts of
technology misuse, digital communication ethics, and technology utilization for self-development. A
participatory training method based on interactive discussions, presentations, case studies, and simple
simulations was employed, involving 30 inmates as participants. Results showed a significant
improvement in participants' understanding measured through pre-test and post-test, with an average
score increase of 42.3%. This program is expected to serve as a model for institution-based digital
literacy intervention replicable at similar national facilities.
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INTRODUCTION

The development of information and communication technology in the 21st century has
brought fundamental transformations in all dimensions of human life, from the way individuals obtain
information, interact socially, to access educational and economic services. The UNESCO report
(2022) states that more than 63% of the world's population is connected to the internet, with the
addition of around 800 million new users every year. These technological advances are creating an
increasingly complex and dynamic digital ecosystem, where individuals are required to have adequate
competencies in utilizing technology wisely and responsibly. However, the gap between the speed of
technology adoption and people's digital literacy skills is still a serious problem in various parts of the
world, including Indonesia (Limilia & Aristi, 2019).

Digital literacy is defined as the ability to access, manage, understand, integrate,
communicate, evaluate, and create information securely and appropriately through digital technology
(Naufal, 2021). This concept goes beyond just technical proficiency in operating digital devices, but
encompasses broader cognitive, ethical, and social dimensions. Data from We Are Social and
Hootsuite (2023) reveal that Indonesia has around 212 million active internet users, making it one of
the largest digital markets in Southeast Asia. However, the Kominfo survey (2022) shows that
Indonesia’s digital literacy index has only reached 3.54 on a scale of 5.00, which means that it is still
in the "medium" category and requires more intensive improvement efforts (Sihotang, 2022). The low
level of digital literacy has an impact on the increase in various digital problems, such as the spread of
hoax news, cyberbullying, online fraud, and social media abuse. Data from the Ministry of
Communication and Information Technology (Kominfo) noted that throughout 2021-2023 there were
more than 11,000 hoax content that had been identified and handled by the government. Meanwhile, a
report by Unicef Indonesia (2020) states that around 45% of children and adolescents in Indonesia
have experienced cyberbullying in various forms. This condition shows a very high urgency to
develop a comprehensive digital literacy program that reaches all levels of society, including
marginalized groups that often go unnoticed (Sulianta, 2025).

Fostered children at the Special Children's Development Institution (LPKA) are one of the
most vulnerable groups to the negative impact of digital technology, but paradoxically they also
receive the least structured digital literacy education. LPKA is an institution under the auspices of the
Ministry of Law and Human Rights that is tasked with carrying out guidance for children in conflict
with the law. Based on data from the Directorate General of Corrections (2023), there are more than
2,700 fostered children spread across various LPKAs throughout Indonesia, with LPKA Class |
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Tangerang being one of the institutions with the largest capacity in the Banten area and its
surroundings. These fostered children, with complex backgrounds and limited access to formal
education, need targeted interventions to prepare them for the dynamics of the post-coaching digital
world (Haryadi et al., 2022).

Empirical studies show that children who have been in conflict with the law have a higher
risk of being involved in criminal acts if they do not receive holistic and relevant coaching to the
challenges of the times. One of the risk factors that is often overlooked is their unpreparedness in
dealing with a digital environment full of negative content, manipulation, and various forms of
cybercrime. Research by Martono et al. (2023) confirms that coaching programs that integrate digital
literacy can reduce recidivism rates by up to 28% compared to conventional programs. This shows
that investment in the development of digital literacy for fostered children is not only beneficial for
the individual concerned, but also has a wider social impact on society (Prasetyo & Hanum, 2022).

The coaching program at LPKA Class | Tangerang has so far covered various aspects,
ranging from formal education, vocational skills, religious coaching, to psychological counseling.
However, the digital literacy aspect has not received an adequate portion in the existing coaching
curriculum. In fact, fostered children will return to an increasingly digitized society, where the ability
to use technology wisely is one of the basic capital to survive and develop. The identification of needs
carried out by the PKM team at Pamulang University shows that most of the fostered children are not
able to distinguish valid information from hoaxes, do not understand the ethics of social media, and
do not realize the potential of technology as a means of positive self-development (Rahayu &
Kurniawan, 2023).

Pamulang University as a higher education institution that is committed to the Tri Dharma of
Higher Education realizes its responsibility in bridging the digital literacy gap. Through the
Community Service (PKM) program, students of the Management Study Program of the Faculty of
Economics and Business together with their supervisors designed digital literacy improvement
activities aimed specifically at LPKA Class | Tangerang fostered children. This activity is not only a
form of implementation of the knowledge that has been learned in college, but also a real effort to
support rehabilitation and social reintegration programs for children in conflict with the law. Thus,
this PKM has high relevance both academically and socially (Sukmawati et al., 2021).

Globally, various developed countries have integrated digital literacy into child rehabilitation
systems that conflict with the law. In Finland, for example, the digital literacy for juvenile offenders
program has been running since 2018 and has shown significant results in improving readiness for
social reintegration (European Commission, 2021). In Australia, the MyPath Digital Skills program,
which targets law-abiding teenagers, has been shown to significantly improve employment prospects
and reduce recidivism rates. This international experience provides strong academic legitimacy for the
urgency of the digital literacy program at LPKA Indonesia. The PKM activity carried out by the
Pamulang University team at LPKA Class | Tangerang is one of the concrete responses to these
needs, as well as contributing to the development of a digital literacy-based coaching model that can
be a reference for similar institutions throughout Indonesia (Widodo et al., 2023).

Figure 1. Visit of the PKM Team of Pamulang University to LPKA Class | Tangerang
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IMPLEMENTATION METHOD

This PKM activity is carried out using a participatory training approach that places
participants as active subjects in the learning process, not just as passive recipients of information.
The training method was chosen because it is considered the most relevant and effective for the
context of fostered children who have a diversity of educational backgrounds and life experiences.
This approach is in line with the principle of andragogy which emphasizes that learning for
individuals who have had life experience will be more effective if it is carried out interactively,
contextually, and relevant to the real needs of the participants. All stages of training are designed by
paying attention to the psychological condition of the fostered children in order to create a safe, fun,
and non-intimidating learning environment (Kusumawati & Pratama, 2022).

Preparation Stage

The preparatory stage is an important foundation that determines the overall success of the
training program. At this stage, the implementation team first conducts intensive coordination with the
management of LPKA Class | Tangerang to obtain official permits, determine the implementation
schedule, and agree on the technical implementation of the activity. Coordination is carried out
through a series of formal meetings with the head of LPKA and coaching staff, so that the program
designed can synergize with the coaching agenda that has been running. The agreement reached
includes the determination of the location of the activity in the LPKA hall/prayer room, the number of
participants as many as 30 fostered children, and the allocation of time for a full day (Widodo et al.,
2023).

After obtaining the permit, the team carried out direct observation and data collection of
needs through structured interviews with coaching officers and representatives of the fostered
children. This observation aims to understand the real conditions of participants' level of
understanding of digital literacy, their habits in using technology before entering LPKA, and potential
specific needs that need to be accommodated in training. The results of the observations are used as
the basis for designing a contextual and targeted training curriculum. The team also prepared an
assessment instrument in the form of pre-test and post-test questions consisting of 20 multiple-choice
guestions and a short essay that covers the dimensions of digital literacy knowledge, digital ethics,
cybersecurity, and the use of positive technology (Martono et al., 2023).

Based on the results of the needs analysis, the team then compiled comprehensive and
structured training materials in three main modules. The first module discusses the basic concepts of
digital literacy, the history of internet development, and the digital technology landscape in Indonesia.
The second module focuses on the negative impact of the use of technology without adequate literacy,
including hoaxes, cyberbullying, online fraud, and social media addiction along with real-life case
examples that are close to the participants' daily lives. The third module discusses the positive and
productive use of technology, including the use of online education platforms, digital business
opportunities, and basic skills needed in the industrial era 4.0. All materials are presented in a format
that is easy to understand, accompanied by attractive visuals, and associated with the real-life context
of the foster children (Prasetyo & Hanum, 2022).

Implementation Stage

The implementation of the training began with an opening session attended by the head of
LPKA, PKM supervisors from Pamulang University, and the entire student implementation team. The
opening atmosphere was designed with a warm and friendly atmosphere to build a positive rapport
between the implementation team and the participants. Before entering the material session, all
participants were asked to work on pre-test questions as an initial measurement of their level of
understanding of digital literacy. The pre-test work lasted for 20 minutes and was politely guarded by
team members so that participants felt comfortable and not burdened (Sulianta, 2025).

The material delivery session was carried out interactively by combining several methods at
once. The short lecture method was used to convey the basic concepts of digital literacy that need to
be understood by all participants. However, the lecture portion was limited so as not to dominate the
overall session time, as the team realized that fostered children tended to be more responsive to
learning that involved their active participation. After each sub-material was delivered, the session
was immediately followed by a small group discussion where participants were divided into five
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groups of six members, each group accompanied by one member of the implementation team as a
facilitator (Haryadi et al., 2022).

The case study method is applied by presenting several real scenarios related to the misuse of
technology, such as cases of spreading hoaxes that lead to social conflicts, cases of cyberbullying that
cause victims to experience depression, and cases of online fraud that harm their victims. Participants
were asked to discuss the impact of each case, identify the wrong behavior, and formulate the actions
that should be taken. This approach has proven to be very effective in encouraging participants to
think critically and relate the material to their experiences. Some participants even volunteered to
share their personal experiences regarding the misuse of technology, which made the discussion even
richer and more meaningful (Rahayu & Kurniawan, 2023).

Simple simulations are also implemented to provide a memorable hands-on experience. In
this simulation, participants were asked to demonstrate how to verify information received on social
media, how to respond to cyberbullying in a healthy way, and how to use digital platforms to find
useful information. Although the activities were carried out without direct electronic devices—given
the limited access to technology in the LPKA environment—the simulations were designed in such a
way that participants could visualize and practice the steps taught cognitively. The entire training
session took place in a lively, participatory, and enthusiastic atmosphere from the participants
(Kusumawati & Pratama, 2022).

Evaluation Stage

The evaluation stage is carried out gradually and thoroughly to measure the effectiveness of
the program objectively and comprehensively. Quantitative evaluation was carried out through a
comparison of pre-test and post-test scores using descriptive analysis and paired sample t-test. In
addition, qualitative evaluations were carried out through group reflection sessions where participants
were given the opportunity to express their learning experiences, change of perspectives, and
commitment to implementing digital literacy in daily life. Participant satisfaction questionnaires
consisting of 15 items were also distributed to measure participants' perceptions of the quality of the

material, delivery methods, and the overall impaﬁt gf the activiti iSukmawati etal., 2021).

e

RESULTS AND DISCUSSION
Participant Profiles and Initial Conditions of Digital Literacy

This PKM activity was attended by 30 children assisted by LPKA Class | Tangerang with an
age range of 14-18 years, consisting of 27 male participants and 3 female participants. Based on their
educational background, as many as 43.3% of participants had a final junior high school education,
36.7% had an elementary education, and 20% had received education at the high school level before
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entering LPKA. This profile illustrates the diversity of academic backgrounds that need to be
accommodated in the training design so that the material can be understood by all participants,
regardless of their differences in education level. This profile data also emphasizes the importance of
an inclusive and adaptive approach in the implementation of digital literacy programs for these groups
(Haryadi et al., 2022).

The results of the pre-test showed that the initial condition of the participants' digital literacy
was still relatively low, with an average score of 38.7 out of a scale of 100. In detail, 60% of
participants were in the "low" digital literacy category (score < 40), 33.3% were in the "medium"
category (score 40-60), and only 6.7% were in the "good" category (score > 60). This finding is
consistent with the results of a study by Naufal (2021) which stated that groups of children with
problems with the law generally have a digital literacy index that is far below the average of the
general population. The low pre-test score also confirmed the team's initial assumption that this digital
literacy program was indeed needed and relevant for the target group (Sihotang, 2022).

The weakest aspect of the pre-test results is the ability to verify information, where the
average score of this dimension is only 29.4. This shows that the majority of participants do not yet
have the ability to distinguish valid information from misleading or hoax information. The digital
ethics and cybersecurity aspects also showed low results, with an average of 35.6 and 31.2,
respectively. Meanwhile, the dimension of using technology for productivity received an average
score of 48.1, which is relatively higher than other dimensions—Ilikely because some participants had
already had exposure to smartphone use before entering LPKA even though it had not been directed
for productive purposes. This initial condition map is an important reference for the team in adjusting
the emphasis of the training material (Limilia & Aristi, 2019).

Training Results and Improvement of Digital Literacy Understanding

After participating in the training, participants worked on post-test questions which resulted in
an average score of 55.1 out of a scale of 100, showing an increase of 42.3% compared to the pre-test
average. The distribution of the digital literacy category also experienced a significant shift:
participants in the "low" category decreased from 60% to only 20%, the "medium" category increased
from 33.3% to 53.3%, and the "good" category increased from 6.7% to 26.7%. The results of the
paired sample t-test showed a statistically significant difference between pre-test and post-test scores
(t = -11.24; p < 0.001), confirming that the training was successful in meaningfully improving
participants' understanding of digital literacy. These findings are in line with the research of Prasetyo
and Hanum (2022) who found that interactive discussion-based training is effective in improving the
digital literacy of marginalized groups.

The most notable improvement occurred in the dimension of information verification
capabilities, which increased from an average of 29.4 to 51.8—a very significant increase of 76.2%.
This cannot be separated from the use of case study methods that present real examples of hoax cases
along with concrete and easy-to-apply verification steps. The digital ethics dimension also
experienced a significant increase, from 35.6 to 54.3 (an increase of 52.5%), reflecting the success of
the discussion session in internalizing the values of communication ethics in the digital space.
Meanwhile, the cybersecurity dimension increased from 31.2 to 52.7 (an increase of 68.9%), which
indicates that participants now have a better understanding of how to protect themselves from digital
threats such as online fraud and misuse of personal data (Kusumawati & Pratama, 2022).

Qualitative evaluation through reflection sessions revealed a number of very meaningful
findings. Many participants revealed that this training provided "enlightenment™ for them about the
real dangers of the digital world that they had not been aware of. Some participants claimed to have
been involved in the dissemination of unverified content on social media before entering the LPKA,
and after attending the training they understood the legal and social consequences of such actions. Not
a few participants also expressed their commitment to use technology more wisely and productively
after being free, including their interest in learning digital skills such as graphic design, online store
management, or creating digital content with positive value. These qualitative findings show that the
training not only succeeded in improving the cognitive knowledge of the participants, but also
succeeded in touching their affective and motivational dimensions (Widodo et al., 2023).

Program Impact and Implications
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The results of the participant satisfaction questionnaire showed a very positive response to the
training program implemented. A total of 83.3% of participants stated that they were very satisfied
with the overall program, 13.3% expressed satisfaction, and only 3.4% gave a neutral assessment. The
aspects that received the highest appreciation from the participants were the relevance of the material
to their real lives (average score of 4.6 out of a scale of 5), followed by the quality of facilitation by
the implementation team (average 4.5), and the attractiveness of the delivery method (average 4.4).
This high level of satisfaction indicates that the program is well designed and executed, and that it
successfully meets the needs and expectations of participants. This feedback is also a valuable asset
for the team to develop similar programs in the future with better quality (Sukmawati et al., 2021).

From an institutional perspective, this program makes a real contribution to the development
of coaching programs at LPKA Class | Tangerang. The management of LPKA welcomed the results
of the activity and expressed interest in integrating digital literacy as one of the permanent
components in the coaching curriculum. The training modules that have been prepared by the PKM
team of Pamulang University are submitted to LPKA as learning materials that can be used
continuously by the coaching officers. This is in line with the recommendations of the Ministry of
Law and Human Rights which encourages LPKAs throughout Indonesia to develop 21st century
competency-based coaching programs, including digital literacy (Rahayu & Kurniawan, 2023).

Academically, this PKM activity provides empirical validation of the effectiveness of
participatory training methods in improving the digital literacy of marginalized groups. The findings
enrich the treasure trove of research on digital literacy in Indonesia, especially in the context of child
development in conflict with the law—an area that still receives very little attention from the
academic community. Systematic documentation of the process and results of these activities is
expected to be a reference for researchers and practitioners who want to develop similar programs.
Thus, this PKM not only provides direct benefits for the fostered children, but also contributes to the
development of science and best practices in the field of digital literacy-based coaching (Martono et
al., 2023).

Although the results achieved are very encouraging, there are some limitations that need to be
honestly acknowledged as material for reflection and improvement going forward. First, the duration
of the training, which lasted only one day, was felt to be insufficient to build digital literacy
competencies in depth and continuously. Second, limited access to technological devices in the LPKA
environment causes training to not be complemented by direct practice using computers or
smartphones. Third, the number of participants of only 30 people limits the generalization of the
findings. To overcome these limitations, the team recommends the development of a long-term digital
literacy program that is carried out periodically, equipped with a simple computer laboratory, and
involves more participants from various LPKAs in Indonesia (Sulianta, 2025).

CONCLUSION

PKM activities in the form of training to improve digital literacy for fostered children at
LPKA Class | Tangerang have been successfully carried out with significant and satisfactory results.
The average understanding of participants increased by 42.3% after participating in the training, with
the highest increases occurring in the dimensions of information verification (76.2%) and
cybersecurity (68.9%). The satisfaction rate of participants reaching 83.3% in the "very satisfied"
category reflects that the participatory training method applied has succeeded in creating a meaningful
and relevant learning experience for the target group. This program proves that planned, contextual,
and participatory digital literacy interventions can have a measurable positive impact even for groups
that have been considered difficult to reach by conventional education programs.

The implications of this activity are very broad, not only for fostered children and LPKA
Class | Tangerang, but also for the development of digital competency-based child development
policies in Indonesia as a whole. LPKA has stated its commitment to integrate digital literacy into the
coaching curriculum in a sustainable manner, using modules that have been developed by the PKM
team of Pamulang University. In the future, it is hoped that similar programs can be replicated in other
LPKAs throughout Indonesia with the support of more adequate resources, so that all fostered
children in Indonesia get sufficient digital literacy to face the challenges of life in the post-coaching
digital era. The collaboration between universities, LPKA, and the Ministry of Law and Human
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Rights in developing this digital literacy program is a concrete step in realizing a relevant, holistic,
and future-oriented coaching system.
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